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Xperience Programming Reference Guide for a Web App

This document covers the basics of getting a product up and running using Xperience. A simple
Angular application is available to accompany this document, as well as further information for
developing with Xperience once completing the basics.

Web Application Setup

Three TypeScript Definition files must be included before getting a web application running in
Xperience.

TypeScript Definition Files

® jackhenry.enterprise.businessObjects.d.ts
® jackhenry.xperience.d.ts

® xml2json.d.ts

JavaScript Files

® jackhenry.enterprise.businessObjects.js
® Jjackhenry.enterprise.js
® jackhenry.xperience.js

® xml2json.min.js

Integrating with Xperience
A web application can determine if it is running in Xperience by:
o API-jackHenry.xperience.isFrameworkHosted
The API returns true if the application is being hosted in Xperience.

Application setup and message bus connections that happen when hosted in Xperience should
be done when Xperience is ready for communication. Xperience calls the function registered by
the onRready function.

NOTE
Certain functions can be hidden if running outside of Xperience.
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Startup Arguments
When the onready callback function is raised, there are several startup arguments that are
available for use by the web application.

These startup arguments can be accessed through

JjackHenry.xperience.startupArguments.

The following image shows the startupArguments:

Hosting a Web App 5 © 1999-2018 Jack Henry & Associates, Inc.
Xperience™ Release 2018 | 04/11/2018



Startup Arguments

MessageBusSessionld

13452

Clientld WebBrowser|WebBrowser[0]
Theme Pacific
ThemeType Qrtz
ColorType Pear
ThemeModeType Reg
StartUpUri null
TraceEnabled true
HelpPopupState Disabled
AnimationState Enabled
ZoomState 100
AuthenMode Online
MNotHostedInXpTab false
UseXmlSerializerEndpoint | true

InstitutionColors
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Security Concerns

The security features/restrictions that are defined in the Internet Properties on the client restrict
the web browser in Xperience.

If a web-product injects script directly into the browser, the default security features prevent the
code from executing as in the following example:

<html>
<head>
</head>
<body onLoad="document.myForm.submit()">
<form action="https://someothersite.com/workers/dosomething.do"
name="myForm"
method="post">
<input type="hidden"
name="myToken"
value="Example">
</form>
</body>
</html>

Sending and Receiving Messages

The Message Bus is the mechanism that provides communication between applications
executing within the Xperience Framework. The applications hosted within the framework
communicate with each other using the Message Bus to coordinate visual user interface activity,
and to deliver minor data and application activity among themselves.

Connecting to the Message Bus

Connecting to the Message Bus enables the WCF framework to be established between
Xperience and the application.

Encryption

Xperience 2016.0 or later uses encryption to secure the message bus. To be backwards
compatible, Xperience allows unencrypted connections for applications not using the newest
code release. If you do not want Xperience to allow any unencrypted connections, the
allowunencrypted property of IMessageBus can be set to false before a connection is
established. Otherwise, the allowunencrypted property defaults to true.
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jackHenry.xperience.messageBus.allowunencrypted = false;
jackHenry.xperience.messageBus. connect()

Connect

connect () throws a connectionException if a failure to connect to the message bus occurs.
The following image is an example of a successful connection to the message bus:

jackHenry.xperience.messageBus.connect();

// The following call will return true if the application is connected to the message
bus. I
jackHenry.xperience.messageBus.isConnected

Disconnect

The method parameter clears the message bus subscriptions. Setting to true clears any
subscriptions. Setting to false leaves the subscriptions active, and any reconnection to the
message bus handles those subscriptions.

The following is an example of disconnecting from the message bus. The bool being passed
clears all the subscriptions if true.

jackHenry.xperience.messageBus.disconnect(true);

Subscribing to the Message Bus

Subscriptions can be made for messages at any time, even before connect () is called. In the
examples below, you can see it is possible to reply to subscribed messages by using the
context.Reply method.

NOTE
Message Action (string) subscription with in-line delegate. You are required to deserialize
the object.
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jackHenry.xperience.thessageBus.subscribe( 'AppCls', onAppCls);

function onAppCls(context: any) {
const message = context.messageToJson();

const response = new jackHenry.enterprise.businessObjects.AppClsResponse();
const closeStatus = 'ClsAck’;

response.ClsStat = closeStatus;
response.RsStat = 'Success’;

context.reply(response);
jackHenry.xperience.messageBus.disconnect(true);
window.close();

Subscription methods return a MessageSubscriptionToken that can be used to unregister any
subscription:

const token = jackHenry.xperience.messageBus.subscribe("ThemeChng", onThemeChng);
jackHenry.xperience.messageBus.unsubscribe(token);

Publishing

Publishing a message is asynchronous (fire and forget).

const message = new XpAngular.CustomMessage();
message.Text = "Publish CustomMessage";

const receipt = jackHenry.xperience.messageBus.publish(message);

A receipt can be requested using messageOptions.

NOTE
If a receipt is not requested, the publish call does not wait for it.
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const messageop%ions = new jackHenry.xperience.MessageOptions();
messageOptions.destinationIds.push(jackHenry.xperience.startupArguments.ClientId);

const responseCallback = jackHenry.xperience.messageBus.send(message,
messageOptions).registerResponseHandler(onSendCallback);

if (!responseCallback.receipt.isValid()) {
const error = Helpers.ErrorsToString(responseCallback.receipt.errors);
displayOutput(error);

} else {
displayOutput("Send Message Receipt ID: " + responseCallback.receipt.messageld);

}

Sending

Send is used to receive a response from a destination that is subscribing to the message being
sent. This example sends asynchronously and calls the delegate passed into the

registerResponseHandler

const mesBgage = new CustomMessage();
message.Text = "Sending CustomMessage";

const responceCallback =
jackHenry.xperience.messageBus.send(message).registerResponseHandler(onSendCallb

ack);

Specifying an App

To send a message to a specific app, use messageOptions and the prod1d.

const message = new CustomMessage();

message.Text = "Publish CustomMessage";

const messageOptions = new jackHenry.xperience.MessageOptions();
messageOptions.destinationIds.push("Synergy”);
jackHenry.xperience.messageBus.publish(message, messageOptions);

Messages

To make sure serialization works correctly for objects sent over the message bus, the class
must be able to be serialized. The class name must match the expected message name or
xmlRoot attribute must be used as found in the EBO.

Using TypeScript, there are specific methods to be implemented to get the correct serialization
for the message bus as it is XML and not JSON based.
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export class CustomMessage {
public Text: string;
private xmlns: string;

constructor() {
this._xmlns = "http://jackhenry.com/XpAngular’;

}
public TolsonString(): string {
const result = "{'CustomMessage’': {'@xmlns’:
"http://jackhenry.com/XpAngular', 'Text': " + this.PropertyTolsonString(this.Text) +

"3

return result;
1

private ArrayTolsonString(prop: Array<any>»): string {
let result = "

if (prop == null || prop.length <= &) {

return H

}

result = "[";

for (let 1 = 8; i < prop.length; i++) {
if (prop[i].Name.TolsonString != null) {
result += prop[i].TolsonString();
if (i != prop.length - 1) {

result += ", ";
¥
}
}

result += "]";

return result;

}

private PropertyTolsonString(prop: any): string {
if (prop == null) {
return null;

}

if (prop.TolsonString != null) {
return prop.TolsonString();

}

return + prop + ;

}
L
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|ldentity Management

Obtaining the Current User

const currentUserRequest = new jackHenry.enterprise.businessObjects.UsrSecTokenRetrv();
// Note: setting this to true will get a fresh token from IMS server for
/{ the current user I

currentUserRequest.RefreshFromserver = "false';
Helpers.FillHeader(currentUserRequest);

const responceCallback =
jackHenry.xperience.messageBus.send(currentUserRequest).registerResponseHandler{onGetCu
rrentUserCallback);

NOTE

If the refreshed token is no longer valid for any reason, the following error information is
returned in the response:

e Message - Token Renewal Failed - User is being logged off and a token is

not available.
e Error Code - 4200.
e Category - Error.
e Element- ",
e Location - Xperience - userSecurityTokenRetrievalStrategy.
All products receive the appCls message when this condition happens. This message is
received because the current user is no longer authenticated and Xperience is attempting to log

out. In this condition, any products that attempt to cancel the appcis in the response are
ignored.

Alias Claim Record
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J/ Alias - The IMS named alias.
/7 AliasContent - The context value for the Alias.
// AliasDesc - General description
// AliasDft - Is the alias the default alias in IMS5? Canonicals: True/False
J// AliasInstRtId
/f  The identification of the institution related to the Alias. A financial
/f  institution entity will utilize the routing transit or ABA nine (9) digit
/4 number assigned to financial institutions for the purpose of routing as
/{ assigned by the American Bankers Association. Any leading zeros must be
// provided for a complete routing and transit number. A non-financial
/f  institution entity will use a mutually agreed upen identification that must
i contain at least one non-integer character.
// AppliesTofpp - A change/modification being applied to an application
AliasClaimRec_CType newAlias = new AliasClaimRec_CType()
{

Alias = Guid,NewGuid().ToString(},

AliasContext = "test",

AliasDesc = "generic”,

AliasDft = bool.FalseString,

AliasInstRtId = "12345678",

AppliesTodpp = "http://jackhenry.com/application/Xpangular”,

Uniqueld = Guid.MNewGuid()}.ToString()
1

Add an Alias

const reguest = new jackHenry.enterprise.businessObjects.AliasAdd();
request.AliasClaipRec = new
jackHenry.enterprise.businessObjects.AliasClaimRec_CType();
request.AliasClaimRec.Alias = jackHenry.xperience.Guid.newGuid();
request.AliasClaimRec .AliasContext = ‘XpAngular';
request.AliasClaimRec.AliasDesc = 'This is a test alias from - XpAngular';
request.AliasClaimRec .AliasDft = "false';
request.AliasClaimRec.AliasInstRtId = '12345678';
request.AliasClaimRec . AppliesToApp =
"http://jackhenry.com/application/XpAngular"”;
request.AliasClaimRec.Uniqueld = jackHenry.xperience.Guid.newGuid();
request.IMSSubj = currentUser.IMSSubj;
Helpers.FillHeader(request);

const responceCallback =
jackHenry.xperience.messageBus.send(request).registerResponseHandler({onAddAliasCallback

);

Modify an Alias
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lastAddedAlias.AliasDesc = 'This is a test alias from - XpAngular - Updated Desc';

const request = new jackHenry.enterprise.businessObjects.AliasMod();
request.AliasClaimRec = lastAddedAlias;

request.Dlt = "false’;

request.IMS5ubj = currentUser.IMSSubj;

Helpers.FillHeader(request);

const responceCallback =
jackHenry.xperience.messageBus.send(request).registerResponseHandler(onModifyAliasCallb
ack);

Delete an Alias

Uses the same AliasModRq_MType, but with the Dlt element set to "True“.

Obtain a Kerberos Token for the Current User

const request = new jackHenry.enterprise.businessObjects.GetKerberosToken();

// Service Principal Name (SvcPrinchame) is *required* in the request.
J// TokenTimeoutMin is optional.

! Defaults to 60 minutes if omitted.

H Must be > zero if supplied.

request.SvcPrinclame = “testsvc/testresource.dev.jha";
request.TokenTimeoutMin = 3@;

Helpers.fillHeader({request);

const responseCallback =
jackHenry.xperience.messageBus.send(request).registerResponseHandler({onGetkerberosToken
Callback);

if (!responseCallback.receipt.isValid()) {

const error = Helpers.errorsToString(responseCallback.receipt.errors);
displayOQutput(error);

If the svcPrincName is not supplied, the following error information is returned in the response:

Message - Missing Information.
Error Code - 2010.

Category - Error.
Element - svcPrincName.
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e Element Value - ".

e Location - Xperience - xpMessageBusService.

If an invalid tokenTimeoutMin value (less than or equal to zero) is supplied, the following error
information is returned in the response:

e Message - tokenTimeoutMin must be greater than zero.
e Error Code - 2012.

e Category - Error.

e Element - tokenTimeoutMin.

e Element Value - (The supplied value).

e Location - Xperience - xpMessageBusService.
If there is no authenticated user, the following error information is returned in the response:

e Message - A user has not been authenticated.
e Error Code - 4017.

e Category - Error.

e Element- .

e Element Value - .

e Location - Xperience - xpMessageBusService.

Debugging Web/JavaScript
When debugging web applications running inside of Xperience, use the WebBrowser
Debugging Tool.

NOTE

This is a tool built into Xperience that is intended only for development. By default, this tool
is unavailable so that the financial institutions do not see it. Contact Product Adoption to
enable the tool.

1. Log on to Xperience.
2. Select Settings > Miscellaneous Settings.
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- Favorites Settings
@ Selecta Theme

Miscellaneous Settings

51 Products ch the e of X Keep most recently used applications: | 10 -
Ensbla ankmats
& Links [# Miscellaneous Settings & eimtions
 Other user-level settings that affect your session | [] remember window size and position

_ 0 Reset All User Settings [Z] Warn me when cdlasing ¥perience with open tabs

Restore your settings to the system default

@) Help [ Madmize ejected tabs
D | Load the WebBrowser Debugging Toal |

(©) Log Off

O e uies jha 2 < Xperience~

tgallupBdev.jha [NewValidats Instance)

3. Select the Load the WebBrowser Debugging Tool button.

NOTE
This option is not shown when the Show Browser Debugging Tool is unavailable on the
server instance.

A new Xperience tab is opened for the tool:

tgaliup@dev.jha (NewValdate Inctance)
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4. Load the product/website to debug as you normally would.
Products can log directly to the Web API with window.external.log (message).
It is up to the product development team to include the logging in the JavaScript source.

Closing a tab in the WebBrowser Debugging Tool clears all information for that setting.
However, if the WebBrowser is still active and more logging is done from the application, a
new tab is created.

NOTE
All previous logging messages are lost when a tab is closed.

Xperience automatically injects JavaScript into all loaded pages that redirect any console
(debug, info, log, error) messages (in the F12 screen) to the Web API logging function.
These messages are then shown in the loaded WebBrowser Debugging Tool. Each tab
indicates the session ID of the WebBrowser:

XES _splashController.inic
XHS . scrollTo.init

XES . iframeCnload.init

XHS .contantDataSarvice. init
XHS xpMsssageBusService.init

¥HE . contentController. inic

¥HE contentController.LoadServerSettings

¥HS . contentDataService. getServerSsttings

Error: [$rootScope:inprog] $digest already in progress

heop://errors. angularis. org/l.3.0/$rcotScope/ inprog?pi=tlidigest

at heep://esafars0l=-{xchange iha=-sys. com/XperienceHelpSystem/Scripts/angular 38:80:12

at beginPhase (heep://esafarmll-ixchange.jha-sys. com/XperienceHelpSysten/Seripes/angular. ju:14473:15)

at Scope.fapply (hetp://esafarmil-jxchanges.ijba-sys com/XperisnceHslpSystes/Sceripts/angular_ 3s:14220:11)

at JHATabControl. selsctsdTabltemChanged (hrop://esafarsdl-jxchange.jha-sys. con/XpsrisnceHslpSysten, JHAHTHL
at Object.trigger (hoetp://esafarmil-jxchange. jha=-sys.com/XperienceHelpSystem/Telerik/js/jquery min jn:6:27
at JHATabContral . <anonymousr (herp://esafarsdl-ixchangs.jha-sys.com/XpezisnceHelpSyeten/Telerik/ja/ jquery.
at Function.each (hoop://esafarmll-jxchange.jha-sys.com/XperiencefelpSyscem/Telerik/je/jquery.min.)s:€:55 ¢

mr Fakdams Nkdasr] ssck (heens flsssfarmil-dyshanss dha-sne ~em/Vrariss~atialenCrsres /Talavi F/daidmars min <

tgalup@dev.jha (NewValidate Instance)

Debugging JavaScript While Running in Xperience

Follow this process to attach and debug scripts running inside the Xperience web browser.
Start and log in to Xperience (as needed).

1. Load your web application project in Visual Studio " if not already loaded.
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2. Choose Attach to Process on the Debug menu.
3. Select Xperience.exe from the list of Available Processes.
In the Attach to: box, you should see Script Code or Automatic: Script Code. If anything
else, complete these steps:
a) Click Select.
b) In the Select Code Type dialog box, click Debug These Code Types and select Script.

c) Click OK.

Transport:

Oualifier:
Transpert: Information

Drefault

SMESESADEWV2D

A e |

The default transport lets you select processes on this computer or a remote computer running the Visual Studio Remote Debugger

(MSVSHON.EXE).

Aftach to: Scnpt cede | ’T‘

Ayailable Procesces
Process 1 Tile Type Uszer Mame Session (2
wwp.exe 17076 Manzged (ud . |15 APPPOOL\Default.. 0
WIWELENE 13948 Managed (vd.. [ISAPPPOCLVNET v, 0
wininit.exe Ted bl SYSTEM LIl
winlagon, exe 92 wfid SYSTEM 1
WINWORD,EXE BI%6 KpenenceProgrammingReferenceGuide20151.d.. =36 [a. 1
WmiPreSEexe 348 x4 METWORK SERVICE ]
WmiP re5Eexe 67k Manzged ve.... SYSTEM a
WUDFHost. exe 5036 wE4 LOCAL SERVICE a
Xperience.eve Xperience Managed vd.. 1
YarmmzrNotifier.cee 2100 Manzged (... . 1 v

Show processes from all users

Cancel |

In the Attach to: box, you should see Script Code or Automatic: Script Code. If anything
else, complete these steps:

a) Click Attach.

b) Set any breakpoints in the JavaScript code as needed.

c) Start the application inside Xperience.

The code stops at the breakpoints that were set, and normal Visual Studio debugging tools are
available, such as Watch Windows and Output Windows:
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See this Microsoft® link for additional information: https://msdn.microsoft.com/en-us/library/
bb385613.aspx
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