
Operational Enhancement Solutions
Xperience™ Release 2018

Hosting a Web App

04/11/2018





Xperience Programming Reference Guide for a Web App..................................4
Web Application Setup..........................................................................................................4

TypeScript Definition Files................................................................................................. 4
JavaScript Files................................................................................................................. 4

Integrating with Xperience....................................................................................................4
Startup Arguments................................................................................................................ 5
Security Concerns.................................................................................................................7
Sending and Receiving Messages.......................................................................................7
Connecting to the Message Bus.......................................................................................... 7

Encryption..........................................................................................................................7
Connect............................................................................................................................. 8
Disconnect......................................................................................................................... 8

Subscribing to the Message Bus......................................................................................... 8
Publishing.............................................................................................................................. 9
Sending.................................................................................................................................10

Specifying an App............................................................................................................10
Messages........................................................................................................................ 10

Identity Management...........................................................................................................12
Debugging Web/JavaScript................................................................................................ 15

Debugging JavaScript While Running in Xperience........................................................ 17

Hosting a Web App 3 © 1999-2018 Jack Henry & Associates, Inc.
Xperience™ Release 2018 | 04/11/2018



Xperience Programming Reference Guide for a Web App

This document covers the basics of getting a product up and running using Xperience. A simple
Angular application is available to accompany this document, as well as further information for
developing with Xperience once completing the basics.

Web Application Setup
Three TypeScript Definition files must be included before getting a web application running in
Xperience.

TypeScript Definition Files
● jackhenry.enterprise.businessObjects.d.ts
● jackhenry.xperience.d.ts
● xm12json.d.ts

JavaScript Files
● jackhenry.enterprise.businessObjects.js
● jackhenry.enterprise.js
● jackhenry.xperience.js
● xml2json.min.js

Integrating with Xperience
A web application can determine if it is running in Xperience by:

● API - jackHenry.xperience.isFrameworkHosted

The API returns true if the application is being hosted in Xperience.

Application setup and message bus connections that happen when hosted in Xperience should
be done when Xperience is ready for communication. Xperience calls the function registered by
the onReady function.

NOTE
Certain functions can be hidden if running outside of Xperience.
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Startup Arguments
When the onReady callback function is raised, there are several startup arguments that are
available for use by the web application.

These startup arguments can be accessed through
jackHenry.xperience.startupArguments.

The following image shows the startupArguments:
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Security Concerns
The security features/restrictions that are defined in the Internet Properties on the client restrict
the web browser in Xperience.

If a web-product injects script directly into the browser, the default security features prevent the
code from executing as in the following example:

 

 

Sending and Receiving Messages
The Message Bus is the mechanism that provides communication between applications
executing within the Xperience Framework. The applications hosted within the framework
communicate with each other using the Message Bus to coordinate visual user interface activity,
and to deliver minor data and application activity among themselves.

Connecting to the Message Bus
Connecting to the Message Bus enables the WCF framework to be established between
Xperience and the application.

Encryption
Xperience 2016.0 or later uses encryption to secure the message bus. To be backwards
compatible, Xperience allows unencrypted connections for applications not using the newest
code release. If you do not want Xperience to allow any unencrypted connections, the
allowunencrypted property of IMessageBus can be set to false before a connection is
established. Otherwise, the allowunencrypted property defaults to true.
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Connect
connect() throws a connectionException if a failure to connect to the message bus occurs.
The following image is an example of a successful connection to the message bus:

 

 

Disconnect
The method parameter clears the message bus subscriptions. Setting to true clears any
subscriptions. Setting to false leaves the subscriptions active, and any reconnection to the
message bus handles those subscriptions.

The following is an example of disconnecting from the message bus. The bool being passed
clears all the subscriptions if true.

 

 

Subscribing to the Message Bus
Subscriptions can be made for messages at any time, even before connect() is called. In the
examples below, you can see it is possible to reply to subscribed messages by using the
context.Reply method.

NOTE
Message Action (string) subscription with in-line delegate. You are required to deserialize
the object.
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Subscription methods return a MessageSubscriptionToken that can be used to unregister any
subscription:

 

 

Publishing
Publishing a message is asynchronous (fire and forget).

 

 

A receipt can be requested using messageOptions.

NOTE
If a receipt is not requested, the publish call does not wait for it.
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Sending
Send is used to receive a response from a destination that is subscribing to the message being
sent. This example sends asynchronously and calls the delegate passed into the
registerResponseHandler.

 

 

Specifying an App
To send a message to a specific app, use messageOptions and the prodId.

 

 

Messages
To make sure serialization works correctly for objects sent over the message bus, the class
must be able to be serialized. The class name must match the expected message name or
xmlRoot attribute must be used as found in the EBO.

Using TypeScript, there are specific methods to be implemented to get the correct serialization
for the message bus as it is XML and not JSON based.
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Identity Management
Obtaining the Current User
 

 

NOTE

If the refreshed token is no longer valid for any reason, the following error information is
returned in the response:

● Message - Token Renewal Failed - User is being logged off and a token is
not available.

● Error Code - 4200.
● Category - Error.
● Element - "".
● Location - Xperience - userSecurityTokenRetrievalStrategy.

All products receive the appCls message when this condition happens. This message is
received because the current user is no longer authenticated and Xperience is attempting to log
out. In this condition, any products that attempt to cancel the appCls in the response are
ignored.

Alias Claim Record
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Add an Alias
 

 

Modify an Alias
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Delete an Alias
 

 

Obtain a Kerberos Token for the Current User
 

 

If the svcPrincName is not supplied, the following error information is returned in the response:

● Message - Missing Information.
● Error Code - 2010.
● Category - Error.
● Element - svcPrincName.
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● Element Value - "".
● Location - Xperience - xpMessageBusService.

If an invalid tokenTimeoutMin value (less than or equal to zero) is supplied, the following error
information is returned in the response:

● Message - tokenTimeoutMin must be greater than zero.
● Error Code - 2012.
● Category - Error.
● Element - tokenTimeoutMin.
● Element Value - (The supplied value).
● Location - Xperience - xpMessageBusService.

If there is no authenticated user, the following error information is returned in the response:

● Message - A user has not been authenticated.
● Error Code - 4017.
● Category - Error.
● Element - "".
● Element Value - "".
● Location - Xperience - xpMessageBusService.

Debugging Web/JavaScript
When debugging web applications running inside of Xperience, use the WebBrowser
Debugging Tool.

NOTE
This is a tool built into Xperience that is intended only for development. By default, this tool
is unavailable so that the financial institutions do not see it. Contact Product Adoption to
enable the tool.

1. Log on to Xperience.
2. Select Settings > Miscellaneous Settings.
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3. Select the Load the WebBrowser Debugging Tool button.

NOTE
This option is not shown when the Show Browser Debugging Tool is unavailable on the
server instance.

A new Xperience tab is opened for the tool:
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4. Load the product/website to debug as you normally would.

Products can log directly to the Web API with window.external.log(message).

It is up to the product development team to include the logging in the JavaScript source.

Closing a tab in the WebBrowser Debugging Tool clears all information for that setting.
However, if the WebBrowser is still active and more logging is done from the application, a
new tab is created.

NOTE
All previous logging messages are lost when a tab is closed.

Xperience automatically injects JavaScript into all loaded pages that redirect any console
(debug, info, log, error) messages (in the F12 screen) to the Web API logging function.
These messages are then shown in the loaded WebBrowser Debugging Tool. Each tab
indicates the session ID of the WebBrowser:

 

 

Debugging JavaScript While Running in Xperience
Follow this process to attach and debug scripts running inside the Xperience web browser.

Start and log in to Xperience (as needed).

1. Load your web application project in Visual Studio™ if not already loaded.
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2. Choose Attach to Process on the Debug menu.
3. Select Xperience.exe from the list of Available Processes.

In the Attach to: box, you should see Script Code or Automatic: Script Code. If anything
else, complete these steps:
a) Click Select.
b) In the Select Code Type dialog box, click Debug These Code Types and select Script.
c) Click OK.
 

 
In the Attach to: box, you should see Script Code or Automatic: Script Code. If anything
else, complete these steps:
a) Click Attach.
b) Set any breakpoints in the JavaScript code as needed.
c) Start the application inside Xperience.

The code stops at the breakpoints that were set, and normal Visual Studio™ debugging tools are
available, such as Watch Windows and Output Windows:
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See this Microsoft® link for additional information: https://msdn.microsoft.com/en-us/library/
bb385613.aspx
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